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Stackelberg Game Based Robust Optimal Control
of Cyber-Physical System under Hybrid Attack

Junkai Tan, Shuangsi Xue, and Hui Cao

Abstract—This paper presents a novel framework integrating
Stackelberg game theory and reinforcement learning for cyber-
physical system (CPS) security. A hierarchical game model is
developed, in which defenders and attackers interact through
sequential decision-making. The defender-attacker dynamics are
formulated as an optimization problem combining Hy and H,
control objectives. Key innovations include a unified game-
theoretic approach for modeling hybrid attack-defense
mechanisms, online reinforcement learning algorithms for real-
time strategy adaptation, and rigorous stability analysis using the
Lyapunov theory. Theoretical guarantees of convergence are
established for the proposed learning scheme. Comprehensive
experiments on a robotic platform validate the effectiveness of the
framework in maintaining control performance under diverse
attack scenarios.

Index Terms—Cyber-physical system (CPS), Stackelberg game,
optimal control, reinforcement learning, adaptive dynamic
programming

I. INTRODUCTION

Cyber-physical systems (CPSs) integrate physical processes
with computational elements, playing a crucial role in modern
society. While widely used in critical infrastructures, such as
power grids [1, 2], transportation networks [3, 4], and
industrial control systems [5, 6], their increasing connectivity
and complexity introduce security vulnerabilities. Various
cyber attacks such as denial-of-service (DoS) [7, 8], false data
injection (FDI) [9, 10], and malware [11] can severely impact
system operations. Therefore, developing effective defense
strategies against these threats is essential.

Game theory offers an effective approach for analyzing
strategic interactions between adversarial agents in CPS [12,
13]. The Stackelberg game framework, in which defenders act
first as leaders followed by attackers’ responses, enables
systematic modeling of hierarchical security decisions [14,
15]. This sequential structure allows defenders to proactively
plan countermeasures by anticipating potential attack
strategies [16]. Recent works have explored various aspects of
game-theoretic CPS security. In Refs. [17, 18], robust
Stackelberg games were formulated to analyze Nash equilibria
under hierarchical decision-making. A Hamiltonian-driven
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approach was proposed in Ref. [19] for deriving optimal
stabilization controllers. Researches in Refs. [20, 21]
developed single-critic learning algorithms combining H, and
Ho controls for uncertain nonlinear stochastic systems. Data-
driven methods were investigated in Refs. [22, 23] to achieve
optimal mixed Hy/Hs performance. For discrete-time linear
systems, Ref. [24] proposed a robust Stackelberg game
incorporating both control indices. However, existing mixed
H,/Hs approaches have focused primarily on stabilization
without specific performance constraints. The challenging
problem of tracking control for nonlinear constrained systems
remains largely unexplored in this context.

Reinforcement learning (RL) provides a powerful
framework for solving complex decision-making problems in
CPS [25, 26]. Through continuous interaction with the
environment, RL enables agents to learn and adapt optimal
control policies, making it particularly suitable for dynamic
attack-defense scenarios in CPS security. Both model-free and
model-based RL approaches have been investigated for CPS
control. Model-free methods, such as Q-learning [27, 28], can
learn stabilizing controllers without prior system knowledge,
while integral RL [29, 30] approximates optimal control for
partially unknown systems. However, these offline approaches
typically require extensive training data. In contrast, model-
based RL methods [31, 32] leverage system models for online
learning, though they need prior dynamic information. Actor-
critic architectures [33, 34] have been explored to
simultaneously learn value functions and control policies
online. Recent works [35, 36] have extended this to
constrained nonlinear tracking control. While existing studies
have demonstrated the potential of RL for CPS control [37,
38], few have addressed the critical challenge of hybrid
attack-defense mechanisms. This gap motivates our
investigation of a game-theoretic RL framework for securing
CPS under diverse attack scenarios.

Motivated by these challenges, we propose a novel
Stackelberg game framework to analyze hybrid attack-defense
interactions in CPS. Unlike existing approaches that focus on
single attack types or static defense strategies, we develop a
comprehensive model capturing dynamic interactions between
multiple attack modes and adaptive defense mechanisms. The
problem is formulated as an optimal control scenario where
attackers maximize system damage using Hj performance
metrics while defenders minimize impacts through He
control. An online reinforcement learning approach enables
real-time strategy adaptation, overcoming limitations of
offline methods that require extensive prior training data.
Theoretical stability guarantees are established via the
Lyapunov analysis. Extensive simulations on a four-wheeled
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robot platform validate the effectiveness of the framework.
The key contributions are as follows:

(1) A unified Stackelberg game framework advances
existing works [5, 14, 39] in three aspects: integration of both
H, and Hs performance indices to characterize attack-
defense objectives, explicit modeling of stochastic hybrid
attacks through Bernoulli switching signals, and consideration
of input constraints and system uncertainties in the game
formulation.

(2) An efficient actor-critic architecture improves upon
traditional methods [7, 12] through: online concurrent learning
of value functions and control policies, lower computational
complexity without requiring complete system models, and
provable  convergence  guarantees under  persistent
disturbances.

(3) Comprehensive experimental validation demonstrates
clear advantages over baseline approaches [40, 41]: reduction
in tracking errors under hybrid attacks, faster convergence to
optimal strategies, and enhanced robustness against
simultaneous DoS and FDI attacks.

This paper is structured as follows. In Section II, we present
the mathematical preliminaries and system modeling. Section
Il develops the Stackelberg game framework for hybrid
attack-defense mechanisms. Section IV provides the
theoretical analysis and proposes an online reinforcement
learning solution. Section V provides the stability analysis.
Section VI validates the framework through comprehensive
numerical experiments. Section VII summarizes our findings
and discusses future research directions.

II. PRELIMINARY
Consider a continuous-time nonlinear CPS with disturbance

x(1) = f(x(0) + k(g(xX)u(t), k(x)w(1)) (1)
where ¢ indicates time, x(f) € R” denotes the system state
vector, u(t) € R™ represents the control input, w(f)eR"
indicates external disturbance, f:R" — R" characterizes
autonomous dynamics, g:R" - R"™" defines control
distribution, k : R" — R™™ captures disturbance coupling, and
K:RPMR™™ » R" models the hybrid attack-defense
mechanism.

k(g(u®), k(x)w (1) = a®g(x)u®) + bDOk(Dw(®)  (2)
The switching signals a(f) and b(¢) follow Bernoulli
distributions with success probabilities @ and g respectively,
representing the stochastic nature of attack occurrences and
defense activations. For reference trajectory tracking, let
xq(t) € R" be the desired state governed by i,(f) = fy(x4(2)),
where f;:R" = R”" specifies the reference dynamics. Define
tracking error as e(?) = x(t) — x4(#). The error dynamic is

(1) = f(x) = fa(xa) + k(g(x)u(), k(x)w(1)) 3
where all functions satisfy local Lipschitz continuity
conditions. For analytical purposes, we integrate Eq. (1) and

reference dynamics into an augmented form
X = FX)+aG(X)U +bK(X)w, @
Y=H(X,U)

where the augmented state X =[x",x)]" € R*" combines

actual and desired states, control input U = [u",01x,,]T € R>™"

incorporates system and reference controls, and Y denotes the
performance output. The system matrices are given by

[ f(x(0) ] K= [k(»c(r))

Ja(xa(®)) Onscm )
G =83 Ouan| VOX (1)
- Onsin O | h MU(Z‘)

where Q and R are positive definite weighting matrices for
state and control costs, respectively. We make Assumption 1.

Assumption 1 For Eq. (4), we assume:

(1) Functions F and G are locally Lipschitz on X € y cR",
with F(0) =0 and ||G|| < Gy for all X € y. y is the region in
n-dimensional Euclidean space and Gy is a constant.

(2) Matrices Q and R satisfy 1,7 <Q=<19l and
Apl <R < AgT, where 0 < Aps A < Ag, and Ag < . A, and
Ao are lower and upper bounds on the eigenvalue of Q. 4,
and }, are lower and upper bounds on the eigenvalue of R.

These preliminaries enable us to formulate the Stackelberg
game framework for hybrid attack-defense interactions.

III. PROBLEM FORMULATION

This paper addresses optimal control design for CPS under
hybrid attack-defense scenarios. The attacker aims to
maximize system damage using the Hy control input U*(¢),
while the defender minimizes damage through the H., control
w*(f). Based on Eq. (4), we model this interaction as a
Stackelberg game. For the nonlinear CPS in Eq. (4), the Hy
and H., performance objectives are defined as

Jp(Xo,U,w) = E{LMIIYllsz} = )
E{Lw<XTQX+aUTRU)dT} ©

Ja(Xo, U,w) = E{Lwy2||a)l|2 _ ||Y||2d‘r} _ 7
£ {Lw(ﬁyzn‘“”z—XTQX—a/UTRU)dT} N

where subscripts D and A represent defender and attacker, Xo
is the initial value of X, E is the estimate value function, and
vy denotes the disturbance attenuation level. Jp measures Hp
performance, while J4 quantifies H, performance. The
sequential interaction between attacker and defender is
formalized through the following Stackelberg game
framework.

Definition 1 Stackelberg game framework Consider a
defender D and an attacker A with objectives in Egs. (6) and
(7), respectively. The hierarchical decision process involves:

Level 1 Defense: D determines baseline strategy Ur € Qu,
where Qy is the possible space of U

Jpy; (X0, Uy 1,0) = min Jp(Xo, UL1,0) (3
UEQU

Level 2 Attack: Given U]’il, A optimizes wis € Qw, where
Qw is the possible space of W

JALz(XO, UEl’wI*_Z) = max JA(X07 U]i]ssz) (9)
WERw

Level 3 Defense update: D updates the level 3 defense
input UL3 € Qu given wy,
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(10)

JDL3(X(), Ufh,wiz) = min JD(X(), UL3,0)E2)
UeQy
The resulting U* tu 5 and w* -4 wj , form the Stackelberg
equilibrium.

As illustrated in Fig. 1, the defender first establishes an
initial control strategy. Then, the attacker optimizes its
disturbance input based on the defense policy. Finally, the
defender adapts its control to counter the attack. This iterative
process converges to the Stackelberg equilibrium strategies
U™ and w*.
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i I
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L,
=
Y 2o | A

@ I
G -~ Level 2 5 g

%
L2

-
v : 4

\

v Communication layer \
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Uu_)l Cyber-physical system }(—wu

Figure 1 Stackelberg game based hybrid attack-defense interaction.

Problem 1 Stackelberg game framework for hybrid
attack-defense Consider the nonlinear CPS in Eq. (4) which
is under the hybrid attack-defense mechanisms characterized
by stochastic switching signals a(f) and b(f) that follow
Bernoulli distributions with success probabilities P(a=1) =«
and P(b = 1) = . The objectives are as follows:

(1) Design optimal defense strategy U*(¢) that maximizes
system damage using the He, performance index in Eq. (6).

(2) Develop optimal attack policy w*(f) that minimizes
adverse impacts through the Hy control in Eq. (7).

The interaction could be formulated as the following
optimization problem

J5(Xo) = min Jp(Xo, U, &*
p(X0) Zoin p(Xo ) (11)
J4Xo) = min J4(Xo,U, ) (12)

where Quy and Qw denote the feasible control sets for the
defender and attacker, respectively. The optimal control
signals are subject to the following constraints

U ain)=1;

T = 13
{0, otherwise (13)

o e {w‘, b(®) =1; (14)

0, otherwise

where {7* and @" denote the actual implemented defense and
attack control signals under stochastic switching, respectively.

Based on the formulated Stackelberg game framework, we
first analyze the optimization problem of the attacker.

Ji :maxE{jm(ﬁy2||w||2_XTQX—aUTRU)dT} (15)
w t
The Hamiltonian function of the attacker is defined as
Hia(X,U,w,VJ3) = VI,V (F +aGU +BKw) + 16)

BYllwl* = XTQX —aUTRU

By minimizing Hy, the optimal attack strategy is obtained as

w'(U) = (17)

The evolution of the value function of the attacker is
captured by costate dynamics.

KT
o

. 0F 3G, 0K auT \'_ |
122— a— a U a +G6_X VJA"F
X X X X (18)
2QX+2RU8—U
o0x
The optimization of the defender is
- (LT T T
JD_m[}nE{jt (X" QX +aURU +7 /lg)d‘r} (19)

where 1 is the Lagrange multiplier. The Hamiltonian of the
defender is

Hp(X,U,w*,VJ5,n) = VIN (F +aGU + BKw) +

20
XTOX +aUTRU +5" 2 (@0)
The optimal defense strategy is derived as
U'(w") =-5R" (G"VJ}, - VaGV T} 1)
The Lagrange multiplier dynamics are governed by
0K Ow
; VJi+
= Z” (ax aw*) A
(VF +aVGU +BVKw* +aGVU) - (22)

dw* \'_ |
(K ' aw;;) Vo
Due to the complexity of solving these nonlinear
Hamiltonian optimization problems directly, we propose an
actor-critic reinforcement learning approach to efficiently
approximate the optimal value functions and control policies
online.

IV. MAIN RESULT

In this section, we develop an online reinforcement learning
solution using actor-critic architecture to solve the formulated
Stackelberg game problem. As shown in Fig. 2, the defender
and attacker are modeled as hierarchical learning agents that
interact through neural networks (NNs). The proposed
framework employs dual actor-critic networks for each agent.
The actor networks approximate optimal control (AOC)
policies while the critic networks evaluate performance by
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Figure 2 Structure of the proposed Stackelberg game based hybrid attack and defense.
estimating value functions. This concurrent learning scheme parameters.
enables efficient approximation of both optimal strategies and Assumption 2  The network weights and activation
their corresponding performance metrics through continuous  functions  satisfy — uniform  bounds: ||(17Vc,»|| < Wi,

interaction between the adversarial agents.

A. Actor-Critic Architecture for Value Approximation

To derive optimal strategies, we employ parallel actor-critic
networks for both agents. The critic networks estimate value
functions while actor networks generate control policies. The
neural approximation structure is formulated as

JH(X) = Whoa(X) +€i(X), i=1,2 (23)
1
U'(X)=— =(R7'GT (Vo W1 + Vel ) -
(W1,V6a2 + Verr) VaGr)
*X——KTVTW Vel (25)
w(X) = ﬁ( ¢a2 a2t €a2)

where ‘W, and ‘W,; e R"*! denote the target weights for
critic and actor networks, with €, and €, representing
approximation errors. ¢.; and ¢, are basis functions for critic
and actor networks, respectively.

Since the ideal weights are unknown, we implement
estimated parameters.

JiX) = Wheei, i=1.2 (26)

N 1 ~ ~

U(X) = —E(R‘IGTV%Tl War — WV VxGy)  (27)
KT _ 1 -

O(X)=- 2—)/2V¢a2(Wa2 (28)

By incorporating these approximations into the Hamiltonian
functions, we derive the Bellman optimality errors.

61 = (VN W) (F+aGU +BKD) +

_ (29)
XT0X +aUTRU +1" 1y
= (Vo) ) .
5= (Vo5,Wer) (F+aGU +pK)+ G0)

By ol - XT0X —aUTRU

For analytical purposes, we make Assumption 2 on network

loiQONl < o i, Vil < 0y, N1iXON < S, V(XN <
P |6QON < €ni, and VX < €.

These neural approximation structures enable online
learning of optimal strategies through weight updates driven
by the Bellman error minimization.

B. Online Learning of Value Function

We present an online learning scheme for actor-critic neural
network weights based on minimizing Bellman errors. The
defender maintains a historical data stack

[0(),6:),[07(),6](0)1Y,1,  while the attacker ~stores
trajectory data [@(1),02(0), [&)j(t),éé(t)]?’: 1, where the
superscript j indicates historical samples. Both agents update
their neural network weights by minimizing the squared

N

Bellman errors: E; = 6?6,- +Z(5§T6§, i=1,2. The critic

network weights are updated thrlglllgh gradient descent.
; 00 kein oo IO,

Wei = —keig—— — —, =12
ci cz,lpi(t) N - pg(l‘)

€2))

where k. ;>0 is learning rate, p;(t)= (O'iTO'l- + 1)2,
pf(t) = (o-ﬁT0'5+ 1)2, oi= V¢Ei (F+ozGU +ﬁK€u), and o-f =
V¢ZI.XI (F +aGU!' + ﬂKd)l). The actor network weights follow
a similar gradient-based update.

A

Wi = Fikat(Wei— W), i=1,2 (32)
where k,; > 0 is actor learning rate and F; is positive definite
matrix. To ensure convergence, we require the following
excitation condition.

Assumption 3 Persistent excitation [42, 43] The
collected data satisfy
t+T O'iO'I.T
AT SL dr,
Pi
ottt (3)
A il p; < inf —
1€R 1>, Npﬁ
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where 7,,; is identity matrix, 7 is the time internal of
excitation, Ry, is the time space after initial time 7y, and
constant Ay, or Az; must be positive.

The complete online learning procedure is detailed in
Algorithm 1.

Algorithm 1 Online learning algorithm for hybrid attack-defense

1: Initialize actor-critic networks:
Actor weight Wi and critic weight We
Learning rates k;,j and k;
Projection matrix Fj, i € {1,2}
2: while 7 < Tepq do
3:  Compute optimal strategies:
Defense policy U via Eq. (27)
Attack policy @ via Eq. (28)
4:  Evaluate Bellman errors from Eq. (30):
Defender error 61 (X,U,d)
Attacker error 6,(X, U, ®)
5: Update experience replay buffers:

Defender: [0,51,[01,5{13{ 1

Attacker: [&,65, [, 631 ]
6:  Update network parameters:

Critic weight via Eq. (31)

Actor weight via Eq. (32)

7:  Execute actions and update system state.
8: end while

V. STABILITY ANALYSIS

In this section, we analyze the stability properties of the
closed-loop system using the Lyapunov theory. The main
objective is to establish uniform ultimate boundedness (UUB)
of both system states and neural network estimation errors
under hybrid attacks. Based on the optimal defense policy in
Eq. (27) and attack strategy in Eq. (28), we have the following
error bounds

NU*(X) = OX)IP < Ty Wt IP? + By, (34)

llw* (X) = DX < Tl Waal* + Buyy 35)

where j . ;=12 indicates the error between the optimal
and actual weights for actor network, Ty i=12 is positive
constant determined by network activation bound, and
By, i=1,2 represents bounded approximation residual.

The key stability results are summarized in Theorems 1 and
2.

Theorem 1  Consider Eq. (4) with the proposed
Stackelberg game framework. Under Assumptions 1-3, for
networks updated via Egs. (31) and (32), the augmented error
state Z = [XT,WLT_I,WLTQ,WL,‘WZZ]T remains UUB if

IZIl = | Pres/(Agy L)

where /. ;=12 indicates the error between the optimal
and actual weights for critic network, P is defined in Eq.

(36)

(A6), and A4, denotes the minimum eigenvalue of H in Eq.
(A7).

Theorem 2 For Eq. (4), the approximate policies U in Eq.
(27) and & in Eq. (28) converge to their optimal counterparts
U* and w*, respectively, reaching a unique Stackelberg
equilibrium.

VI. NUMERICAL SIMULATION

A. Simulation Setup

To validate the proposed Stackelberg game framework, we
conduct numerical experiments on a four-wheeled differential
drive robot system. Figure 3 shows the details of four-wheeled
system. The kinematic model of the robot follows Eq. (37).

Y / vy
/f
Y, AP

Figure 3 Schematic of the four-wheeled mobile robot.

f = 03x1,
cgs(&) 0 (37)
g=| sin(d) O
0 1

State x=[x,y, o917 represents position coordinates and
heading angle, and control input u = [v,2]" denotes linear and
angular velocities.

The reference trajectory is an elliptical path (xfi /4+y§ =1
centered at origin with semi-major axis a =2 and semi-minor
axis b=1. The desired  heading angle is
6,4 = arctan{(y; —y)/(xq — x)}. The tracking error is defined as
e=[x—xg,y~ya,0—041".

For neural network implementation, we use basis function

T . .
¢,-=[e%,e%,e%+e%,e§,e%+e§,e§+e§] , where ¢; is the i-th

element of e. All network weights are initialized to 5. Key
parameters are listed in Table 1. The approximate optimal
control method from Ref. [40] serves as baseline for
comparison.

Table 1 Parameter of numerical simulation.

Index Control parameter Update law
R=d1ag([10,01]) kl,zrl :kl,cz =0.01
Defender
Q1=I3anda=01 kiqa=1and Fy = Ig
=2 ka.e1 = ka2 =001
Attacker Y 2.1 = K2,c2

Qr=73and=0.1 krq=1and F =T¢

To handle input constraints v, Q € [-5,5], we reconstruct
the defense penalty function as
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PU) = ZRIU,thanh_] (4—”) dey (38)
0 D

The constrained defense input becomes
R'\G'VG! W = W Ve, VG 39)
2up

U=—-up tanh{

where up =5 denotes the input saturation bound.

B. Simulation Result

The numerical results demonstrate the effectiveness of the
framework through various performance metrics. Figure 4(a)
shows the evolution of neural network parameters. The rapid
convergence of both critic and actor weights within 10 s
validates the learning efficiency of the proposed algorithm.
Figure 4(b) illustrates the system state trajectories. Despite
persistent attacks, the states closely track their reference
values, indicating strong robustness of the controller design.
Figure 4(c) presents the tracking error dynamics. The errors
remain bounded within +0.2 and exhibit convergent behavior,

providing empirical support for the theoretical stability
analysis in Theorem 1. Figure 4(d) depicts the control signals
from both agents. The defender generates smooth control
inputs while effectively counteracting the disturbances of the
attacker, demonstrating the ability of the framework to
balance performance and energy efficiency. Figure 4(e)
evaluates the learning performance through Bellman errors.
Their asymptotic convergence towards zero confirms
successful approximation of optimal policies and attainment
of game equilibrium. Figure 4(f) visualizes the stochastic
hybrid attack sequence. The binary switching pattern with
probability @ captures the random nature of cyber attacks in
practical systems. Figure 5 demonstrates the path of robot
following capability. The minimal deviation from desired
trajectories under attack validates the resilience of the
framework in maintaining control objectives. These
comprehensive results verify two key theoretical claims: (1)
uniform ultimate boundedness of closed-loop stability, and (2)
convergence to Stackelberg equilibrium between competing
agents.

<. % —AOC _— 1 [ BB ——-AOC
7 OF N Proposed 7 & pesrleovssliny, o Proposed)
B s N mi:EEEE ENNIE DO DS
01 23456738910 012345678910
o e T 1FT <. —%a--AOC VOTAOC - Proposed
L ana s FOM R A 1] i s ST
4\-‘\% : \ _1L - -Proposed =) -0.5}
) i (AR 490p |, TTEITRET somoan il BT ol
024 6 810 0 2 4 6 810 01 23 456 78 910 01 2 3 456 78910
Time (s) Time (s) Tlme (S) Tll’l’le (S)
(a) Actor-critic weight (b) Position of the four-wheeled car (c) Tracking error
—— DoS attack
1.0
8
60.5}
7 wn
il il el vl Y SRS S IR 8 0 : ; : :
01 23 456 78 910 0 123 456 78 10 0 2 4 6 8 10
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0 6 —0, —0, g 1.0
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W RIE S N[N N A lpld 0 : 20 . AL .
01 2 3 456 728 910 01 2 3 456 7 8910 0 2 4 6 8 10
Time (s) Time (s) Time (s)

(d) Attack and defense inputs

(e) Costate 7 and Bellman error

(f) Hybrid attack sequence

Figure 4 Simulation result of the proposed Stackelberg game based hybrid attack-defense framework.
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Figure 5 Trajectory of the system state.

C. Application to Critical Infrastructure System

Our framework demonstrates significant potential for real-
world critical infrastructure protection, which can be applied
in several critical domains.

Power grid application: The designed framework can be
applied in power grid, including wide-area monitoring against
coordinated cyber-attacks, real-time detection of false data
injection attacks, adaptive defense against DoS attacks, and
optimal protection of critical grid nodes.

Autonomous vehicle system: The designed framework can
be applied in autonomous vehicle system, including secure
vehicle to vehicle (V2V) communication protocols, robust
trajectory tracking under global positioning system (GPS)
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spoofing, dynamic defense for platooning safety, and multi-
layer protection for vehicle networks.

Industrial control system: The designed framework can
also be applied in industrial control system, including
protection of supervisory control and data acquisition
(SCADA) networks, resilient control of robotic systems,
adaptive security for smart factories, and real-time attack
detection in process control.

Our ongoing research focuses on hardware-in-the-loop
validation and pilot implementations across these domains.
Initial results demonstrate the effectiveness of the framework
in maintaining system stability and performance under various
attack scenarios.

VIL

This paper develops a Stackelberg game based framework
to analyze hybrid attack-defense dynamics in CPS. A novel
leader-follower structure models the sequential decision-
making process between attackers and defenders. The
objectives of attacker and defender are formulated using H»
and Ho indices. An efficient reinforcement learning approach
is proposed to learn optimal strategies online. Theoretical
analysis establishes uniform ultimate boundedness of the
closed-loop system. Numerical experiments on a four-wheeled
robot demonstrate the capability of the framework to maintain
control performance under attacks. Future work will explore
extensions to cooperative multi-agent systems and practical
implementations.

CONCLUSION

APPENDIX
PROOF OF THEOREMS | AND 2
The proof of Theorem 1 follows from the Lyapunov
stability analysis.
Proof Consider the Lyapunov function candidate

V= J;+J;+i%(w2%+%%) (A1)
Define the Bellman el;iors o; and 65

Si=—0] Wei+ @ Wa, W) +4; (A2)

8=~ () Wei + DU War, W) +4; (A3)

where @; and @f contain quadratic terms, and 4; and Aé are
bounded residuals.
Taking the derivative of V along system trajectories yields

2 . .
V=) (VX + W Wi+ W W)
=1

i

(A4)

Substituting the weight update laws and applying the
Young’s inequality, one has

V<—ZVHZ + P (A5)
where the Hamiltonian matrix H is positive definite and
2\ 1 1
- 2 )
Pres = 2 (Sheialldawill® + S keiall iy, )+ A6)
72Bu2 + /_lRBul

W 0 0 0 0
0w 0 0 0
H=|0 ps pug 0 O (A7)
0 us 0 pe O
0 0 pu 0 pug
where matrix coefficients y; are defined as
M1 =/_1Q»
1
H2 = 5(’%1,10'10'?+kc1,2A2,1]m,1),
U3 = (ket 1 + ke, o103,
1
Ha = E(ka,lO' 205 + koMo T m2), (AS)
s =—F11,.1,
te =Fi1lmi— AR Ty I,
M7 = _F2]m,2,

s = Fol o + ¥ Tuy I

where  Aqyy = 0.25WT o\ Way + 41 +Emr, Ay = 025WT,
O'Z(WaQ—O.ZS(WZIO'fWa]+AQ, A£w1— . A al ll
Al and 4, = 025WE ol Way = 0.25W! o Wy +.45
Therefore, the augmented error state Z converges to the
compact set defined by Eq. (A6), establishing UUB. [ ]

The detailed proof of Theorem 2 is referred to Theorem 2 in
Refs. [17, 18].
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